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Initial Results

Proposed Framework
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Problem: Host classification is difficult due to high traffic volumes
Too much traffic generation Difficult to detect infected hosts Multi-layered 

efficient host 
classification

Key idea: Host classification via connection classification

- Misclassification of the nodes was lower in 
the combined method compared to the 
separate methods.

- Conjointly, 88.5% of nodes were labelled 
correctly.

This study provides a rationale for using clustered 
connections as input for host-classification in this context, 

by sequential modeling of two powerful clustering 
methods, without the need for labelled data.

Netflows Connection 
generation

Feature 
extraction

HDBScan
clustering SMB clustering Host 

identification

A→B

B→A

A→C

Size
Time

dPort
sPort

2
Prediction: 75bn devices to be 

connected by 2025*
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