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Dynamic observables

• Program execution → observable data
– Software logs

– Network traffic

– Intrusion alerts

– …

• Proxy to attacker intent

Human/Automated 
threat actor

Pros:
- Shows exactly what 

happened (not what 
could’ve happened)

- (Relatively) obfuscation 
free
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Temporal traces

• Temporal events → insightful patterns

Challenges:
- Curse of dimensionality
- Visualization?
- Distance measure? 
- Performance
- …
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Attacker behavior modeling

• Attacker strategy extraction

– Data: Intrusion alerts

– Method: Probabilistic Deterministic Finite Automata

• Malware behavioural profiling

– Data: Network traffic

– Method: Hierarchical density-based clustering
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USE CASE I: ATTACKER STRATEGY EXTRACTION
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Alert management is expensive

• Security analysts handle >1M intrusion alerts/day* → Alert fatigue

https://www.imperva.com/blog/27-percent-of-it-professionals-receive-more-than-1-million-security-alerts-daily/

https://www.imperva.com/blog/27-percent-of-it-professionals-receive-more-than-1-million-security-alerts-daily/
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Threat assessment

*  https://itsec.group/blog-post-csoc-guide.html

Network Internet

Security Operations Center (SOCs)

Alerts

True threat or False alarm?
What’s happening?
Attacker strategy?
Multiple attackers?
…

Intrusion Detection 
System (IDS)
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Attack graphs

• “Attack Graphs” display attacker strategies

“Measuring Security Risk of Networks Using Attack Graphs”. Steven Noel et al. (Int. J. Next Gener. Comput. 2010)

Local buffer 
overflow

remote shell

sshd_bof()  

ssh

ftp_rhosts()

ftp

Attack Graph 
generator

Network topology
+

Vulnerability reports 

Static & hypothetical 
view of the network!
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• How to discover and display attacker strategies?

• SAGE: IntruSion alert-driven Attack Graph Extractor

Alert-driven Attack graphs

Intrusion alerts
Alert-driven 

attack graphs

SAGE

Alert-driven attack graphs using S-PDFA. Azqa Nadeem, Sicco Verwer, Stephen Moskal, Shanchieh Jay Yang. 

In IEEE Transactions on Dependable and Secure Computing, 2021.
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Anatomy of an Alert-driven Attack Graph

Various ways to obtain 

the objective

Attacker actions 

(group of alerts)

First action

Attacker hosts

Timestamp

The anatomy of Alert-driven Attack Graphs. https://cyber-analytics.nl/blogposts/2022-01-03-attack-graphs/

https://cyber-analytics.nl/blogposts/2022-01-03-attack-graphs/
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Key design challenges
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Key design challenges

1. Alert-type imbalance

Severe

Non-severe

O
c

c
u

rr
e
n

c
e
 f

re
q

u
e

n
c
y

Attack stages
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Key design challenges

1. Alert-type imbalance

2. Context matters

Scan1, Scan2, ACE, Exfiltration, ...

vs.

Scan1, Scan1, Scan2, Scan2, …
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Key design challenges

1. Alert-type imbalance

2. Context matters

3. Explainable approach



15

SAGE: IntruSion alert-driven Attack Graph Extractor

- Highlights infrequent alerts
- Models context
- Interpretable model
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Alerts → Episode/Action sequences
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VulnDHostD ExfilServD

Suffix Tree

InfoDSurf DoSACExec

VulnDHostD ExfilACExec
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ACE
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exfil
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… all sub-sequences!
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Suffix-based PDFA

Start

End

• Suffix-based Probabilistic 

Deterministic Finite Automaton

• Summarizes attack paths

• Brings infrequent episodes to the top

– Red → Severe | Blue → Medium severity
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Suffix-based PDFA

• State identifiers model context

• Markovian properties

– States → milestones with context

• Low-severity Sinks ignored

– Cleaner model
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Adding context & Attack graph formation

Episode sequences State sequences

On a per-victim, 

per-objective basis

Vertex: Group of alerts

Edge: Temporal order
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• Suricata alerts from Collegiate 

Penetration Testing Competition1

– 6 multi-attacker teams 

– 1 fictitious network

– 330,270 alerts

• Moskal’s Action-Intent framework2

– Alert signature → Attack stage 

Experimental dataset

1. CPTC dataset: https://www.globalcptc.org/

2. S. Moskal and S. J. Yang, “Framework to describe intentions of a cyber attack action,” arXiv preprint arXiv:2002.07838, 2020.
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[1] Alert triaging

• 330,270 alerts → 93 alert-driven AGs

• Compresses ~500 alerts in < 25 vertices
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[2] Attacker strategy visualization

• Shows how the attack transpired

• 3 teams, 5 attempts

• 3 ways to reach objective

– Discovered by S-PDFA
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[3] Attacker strategy comparison

• T5 and T8 share a common strategy

• Some paths are shorter than others

• Attackers follow shorter paths to re-

exploit an objective in 84.5% cases
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SAGE: Summary & Future work

• SAGE uses sequence learning for automated strategy extraction

– S-PDFA critical for accentuating infrequent events & modeling context

• Alert-driven attack graphs

– Compress thousands of alerts in a few AGs

– Provide insight into attacker strategies and behavior dynamics

• Attack path prioritization

• Missing paths in AGs

• Modeling evolving strategies 

Alert-driven attack graphs using S-PDFA. Azqa Nadeem, Sicco Verwer, Stephen Moskal, Shanchieh Jay Yang. 

In IEEE Transactions on Dependable and Secure Computing, 2021.
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USE CASE II: MALWARE BEHAVIOR PROFILES
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Inconsistent malware family labels

• Malware labels are inconsistent and black-box

Banbra

Blackmoon

Dinwod

Razy
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AV vendors & their naming conventions 

V
e
n
d
o
r 

1

Vendor 2
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Malware behavior profiles

• Malware labels are inconsistent and black-box

• Behavior profiles are more insightful of capabilities

Banbra

Blackmoon

Dinwod

Razy

• C&C reuse
• Port scan
• Uses HTTPs
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Malware capability assessment

Malware’s 
network traffic Behavioral profiles

• How to discover behaviors and build profiles?

• MalPaCA: Malware Packet Sequence Clustering and Analysis

MalPaCA

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021. 
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Network trace collection

• Malware infected machine generates network traffic

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021. 
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Network trace collection

• Malware infected machine generates network traffic

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021. 
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Behavior catalog construction

Behavior 1

Behavior 2

Behavior 3

Blackmoon

Citadel

Gozi

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021. 

Behavior profiles
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• Distance calculation with distortions in sequences

Similarity analysis

Dynamic Time Warping

HDBSCAN 
clustering
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Behavior (Cluster) analysis

Temporal Heatmaps for Visualizing Sequential Features. https://cyber-analytics.nl/blogposts/2020-12-28-temporal-heatmaps/

https://cyber-analytics.nl/blogposts/2020-12-28-temporal-heatmaps/
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Malware Behavior Profiles

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021.

Behavior 
catalog
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Malware Behavior Profiles

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021.
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MalPaCA: Summary & Future work

• Malware family names → noisy & inconsistent

• MalPaCA for building behavioral profiles

– Clustering multivariate packet sequences

– Clusters → Malware behavior catalog

– Malware behavioral profile → cluster membership

• Network + system behavior catalog

• Continual learning

• Adversarial robustness 

Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azqa Nadeem, Christian Hammerschmidt, 

Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2021.
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Wrap-up

• Goal: Learning attacker behavior from temporal data 

• Unsupervised setting with limited prior knowledge

• Input: Observables | Output: Intelligence

• 2 use-cases

– Intrusion alerts → Attacker strategies via attack graphs

– Network traffic →  Malware behavior profiles
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Questions?

Icons courtesy Freepik, Those Icons, Dinosoft Labs, Pixel Perfect, Flat Icons, Kiranshastry from www.flaticon.com

Goal: Learning attacker behavior from temporal data 

Unsupervised setting with limited prior knowledge

Input: Observables | Output: Intelligence

2 use-cases

Intrusion alerts → Attacker strategies via attack graphs

Network traffic →  Malware behavior profiles

azqa.nadeem@tudelft.nl https://cyber-analytics.nl/

mailto:azqa.nadeem@tudelft.nl
https://cyber-analytics.nl/

