A SERIES OF FORTUNATE EVENTS:
Attacker behavior analysis from observable sequences
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Dynamic observables

Program execution — observable data
Network traffic, software logs, intrusion alerts
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Dynamic observables

*  Program execution — observable data
* Network traffic, software logs, intrusion alerts

* Proxy to attacker intent
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Series of fortunate events — Sequences

Patterns in temporal data
Limited data — insightful patterns
Privacy non-invasive
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Case 1: Malware Behavior Profiles

Malware labels are inconsistent and black-box
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Case 1: Malware Behavior Profiles

Malware labels are inconsistent and black-box
How to discover behaviors?
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Case 1: Malware Behavior Profiles

- Malware infected machine generates network traffic

Destination Protoc

Source

41 CzNicZ5P_00:0.. PcsCompu_7c:9.. ARP
42 192.168.1.116 203.153.165.21 TCP 182

43 203.153.165.21 192.168.1.118 TCP 60
* 44 203.153.165.21 192.168.1.118 TCP 1188
45 192.168.1.110 203.153.165.21 TCP 380
46 192.168.1.2 3 C ;
47 203.153.165.21 192.168.1.118 TCP

- 48 fd2d:ab8c: 225 fd2d:ab8c:225.. DNS

'9191 - B343 [PSH, ACK] Seq 1 Ack 1 Win=65708 Len=128

B343 ~ 40191 [ACK] Seg=1 Ack=129 Win=15744 Len=0

8343 ~ 49191 [PSH, ACK] Seq=1 Ack=129 Win=15744 Len=1134

'9191 -+ B343 [PSH, ACK] Seq=129 Ack=1135 Win=64564 Len=326

] ct for host)

343 - 49191 [PSH, ACK] Seq=1135 Ack=455 Win=16768 Len=59
btandard query {be554 A v download wlndowsupdate com
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TU De I ft Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azga Nadeem, Christian Hammerschmidt,
Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2020. (Forthcoming) 8



Case 1: Malware Behavior Profiles

- Malware infected machine generates network traffic
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Source Destination Protoc

CzNicZSP_@0:8.. PcsCompu_7c:9. ARP

42 192.168.1.116 203.153.165.21 TCP 182
* 43 203.153.165.21 192.168.1.118 TCP 60

44 203.153.165.21 192.168.1.118 TCP 1188
45 192.168.1.110 203.153.165.21 TCP 380
46 192.168.1.2 3 ; ;
47 203.153.165.21 192.168.1.110 TCP 113
48 fd2d:ab8c: 225 fd2d:ab8c:225.. DNS

'9191 - B343 [PSH, ACK] Seq 1 Ack 1 Win=65708 Len=128

B343 ~ 40191 [ACK] Seg=1 Ack=129 Win=15744 Len=0

8343 ~ 49191 [PSH, ACK] Seq=1 Ack=129 Win=15744 Len=1134
'9191 -+ B343 [PSH, ACK] Seq=129 Ack=1135 Win=64564 Len=326
i (R ct for host)

'343 - 49191 [PSH, ACK] Seq=1135 Ack=455 Win=16768 Len=59
btandard query be554 A v download w1ndowsupdate com

TU De I ft Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azga Nadeem, Christian Hammerschmidt,
Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2020. (Forthcoming) 9



Case 1: Malware Behavior Profiles
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Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2020. (Forthcoming)




Case 1: Malware Behavior Profiles

Dynamic Time Warping

(i,)) =|4; = Bi| + min(D(i —1,),D(i,j — 1, D — 1,j — 1))
g’ FOX 1

TU De I ft Beyond Labeling: Using Clustering to Build Network Behavioral Profiles of Malware Families. Azga Nadeem, Christian Hammerschmidt,
Carlos H. Ganan, Sicco Verwer. In Malware Analysis using Artificial Intelligence and Deep Learning, Springer, 2020. (Forthcoming)
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Case 1: Malware Behavior Profiles

Behavior 1
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Case 1: Malware Behavior Profiles

B C D DL GE GI R Z VAY ZPa Zvl ZVA
SSDP traffic v v v v v v v v - v - v
Broadcast traffic v v - v - v v - v - v v
LLMNR traffic v v - v - v - - . - - -
System. port scan v v - - - e v - - - - /
Random. port scan v v - - - v v - . - - s
In conn spam - - - - - v - - - - - -
Out conn spam - - E - - Ve - - - - - -
Malicious Subnet - - - - - - - . - - - e
In HTTPs - v - v - v - - - v - -
Out HTTPs - - - - - v - - - v - ;
C&C reuse v - - - - - - . - s - -
Misc. v v - v - v - v - v - v
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Case 1: Malware Behavior Profiles

G2: C&C reuse
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Case 1 (ext.): Detecting network communities

- What type of hosts are present in a network?
— Connection + Host clustering

TU De I ft Hybrid Connection and Host Clustering for Community Detection in Spatial-temporal Network Data. Mark Patrick Roeling, Azga

Nadeem, Sicco Verwer. In Machine Learning for Cybersecurity (MLCS), 2020 15



Case 2: Attacker strategy analysis

» Alert correlation groups related alerts
— But how did the attack happen?
- How to get attacker strategies automatically?

DATA_EXFILTRATION]https|o4

DATA_EXFILTRATION]ttps[19
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* From intrusion alerts
» Without expert knowledge
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Case 2: Attacker strategy analysis
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S-PDFA
ﬁerVSR

TU Delft

17



Case 2: Attacker strategy analysis

Alerts Episodes
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T U De Ift Alert-driven attack graphs using S-PDFA. Azga Nadeem, Sicco Verwer, Stephen Moskal, Shanchieh Jay Yang.

In IEEE Transactions on Dependable and Secure Computing, 2021. (Submitted)
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Case 2: Attacker strategy

Hosts:10.0.254.206->10.0.0.20
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Case 2: Attacker strategy analysis

Episodes
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T U De Ift Alert-driven attack graphs using S-PDFA. Azga Nadeem, Sicco Verwer, Stephen Moskal, Shanchieh Jay Yang.
In IEEE Transactions on Dependable and Secure Computing, 2021. (Submitted)
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Insights

* Attackers follow
shorter paths
after discovering
longer ones
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Future research directions

- Additional use cases for sequential ML
« Defining explainability in security
* Running qualitative studies with analysts
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Wrap-up

Sequence of dynamic observables — attacker intent
Input: observables | Output: Intelligence

Unsupervised setting with limited expert knowledge

2 use-cases
— Network traffic — Malware behavior profiles
— Intrusion alerts — Attacker strategy attack graphs
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Thank you!
Questions?

Sequence of dynamic observables — attacker intent
Input: observables | Output: Intelligence
Unsupervised setting with limited expert knowledge

2 use-cases

Network traffic — Malware behavior profiles
Intrusion alerts — Attacker strategy attack graphs

azga.nadeem@tudelft.nl https://cyber-analytics.nl/
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