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Introduction

• Growth of malware variants

– Malware-as-a-service

– DIY malware via leaked source code

– Easy-to-use obfuscation tools

• Do we have a defense?

– Anti-Virus and Anti-Malware vendors

– Security companies

– Security researchers
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Introduction

• How?

– Static analysis

– Dynamic analysis 

• System activity

• Network traffic

• Research goals:

– To distinguish malicious entities from benign ones

– To dissect, analyze, and understand malware in order to categorize 

them in families
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Problems with current approach

1. Inconsistent labeling

2. No consensus on common vocabulary

Label1

Label2

Text/Label1

Label1
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Problems with current approach

1. Inconsistent labeling

2. No consensus on common vocabulary

– Reliability of proposed malware analysis methods
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Problems with current approach

1. Inconsistent labeling

2. No consensus on common vocabulary

3. Different aspects not taken into account

4. Current practices heavily use static and system-level
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Problems with current approach
Variant 1: 

TR/Dropper.Gen

Variant 2: 

DR/PCK.Tdss.A.21

Example from: Perdisci, R., Lee, W., & Feamster, N. (2010, April). Behavioral Clustering of HTTP-Based Malware and Signature 

Generation Using Malicious Network Traces. In NSDI (Vol. 10, p. 14).
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Problems with current approach

X.Y.Z

X.Y.Z
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Problems with current approach

1. Inconsistent labeling

2. No consensus on common vocabulary

3. Different aspects not taken into account

4. Current practices heavily use static and system-level

– Interesting patterns missed because of different classification

– Customized way of grouping
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Problems with current approach

1. Inconsistent labeling

2. No consensus on common vocabulary

3. Different aspects not taken into account

4. Current practices heavily use static and system-level

5. Limited interpretability of labels

– Impossible to derive information from family labels
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Proposed Solution

• Behavioral profiles instead of family labels

• Behavioral profiles build on capability assessment

ZeuSvs.
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Behavioral Profiling

Malware Capability Assessment using Fuzzy Logic. Sharma, A., Gandotra, E., Bansal, D., & Gupta, D. (2019). 

Cybernetics and Systems, 1-16.
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Manual Capability Assessment

From: Malware Capability Assessment using Fuzzy Logic. 

Sharma, A., Gandotra, E., Bansal, D., & Gupta, D. (2019). 

Cybernetics and Systems, 1-16.

From: A survey of similarities in banking malware behaviors. 

Black, P., Gondal, I., & Layton, R. (2018). 

Computers & Security, 77, 756-772.
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Automated Capability Assessment

From: MalPaCA: Malware Packet Sequence Clustering and Analysis.

Nadeem A., Hammerschmidt C., Ganan C. H., & Verwer S.

Manuscript submitted for publication. 
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Capability: Port scan

Automated Capability Assessment
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Automated Capability Assessment

Network traces from 

malware families
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Behavioral Profiling

• Higher confidence in labeling

• Solution to the interpretability problem

• Free to customize profiles

* Scale: 0 (min) – 10 (max)

Collective behavioral profile
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Wrap up

• Inconsistent and uninterpretable malware family labels

• Yet, used as ground truth

• Inconvenient for researchers

• Cause unreliable accuracy assessment of proposed solutions

• Use Behavioral profiling instead

• Profiles based on automated capability assessment

• Easy to interpret and encourages white box analysis
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Questions?


